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Spam Filtering

Microsoft Outlook (Windows)

What is SpamBayes? 
SpamBayes is an email spam filter for Microsoft Outlook
How do I get SpamBayes installed?

SpamBayes does not come pre-installed in Microsoft Outlook. It is a plug-in that needs to be installed to provide filtering in Outlook. If you would like SpamBayes installed on your PC, give OET’s Technology Lifeline Center (TLC) a call at 244-6053 to have a trouble ticket entered for your request.
How does SpamBayes work?

SpamBayes filters *bad* (or junk) email by applying a formula to each email received. In order for it to work properly, you need to tell it what is “good” email (email you LIKE to receive) and what is “bad” email (JUNK). Once SpamBayes knows what you consider “good” and what you consider “bad,” it applies its filtering based on those “good” and “bad” emails. That’s it in a nutshell!
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How ‘bout we go through the process step-by-step?!?

(1) 
Before installing SpamBayes, make sure Outlook has a mailbox called “Junk E-mail.” If it doesn’t, create a new mailbox with that name. Highlight “Mailbox – [Outlook User Account Name]” and go to the “File” menu. Choose “New…” and “New Folder….” Name the folder “Junk E-mail.”
(2)
Time to retrain your brain! Move any existing and all new junk email out of your Inbox and into the “Junk E-mail” folder. This step is very important! DO NOT DELETE your junk email. At this step, it’s also important to move most if not all junk email out of your Inbox and into the “Junk E-mail” folder. Why, you say? You want SpamBayes to look in only the “Junk E-mail” folder for bad emails.
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 (3)
Make sure you have a few mailboxes that contain NO SPAM EMAIL whatsoever. These mailboxes will be marked as “good” examples for SpamBayes. Very important!
(4)
Once your “Junk” folder contains at least 100 messages and you have some *clean* mailboxes, it’s time to install SpamBayes. Call the TLC at 244-6053 to enter a trouble ticket for your SpamBayes installation.
(5)
An OET troubleshooter will install SpamBayes and point the installer both to your clean and to your “Junk 
E-mail” mailboxes, which will help train the program on good and bad email.
(6)
One more important note: SpamBayes creates another mailbox called Junk Suspects, which stores email that SpamBayes doesn’t know is good or bad. In effect, it sees some spam-like qualities in the email message, but the message itself doesn’t stand out as strictly spam. Be sure to check the Junk Suspects mailbox regularly to decide if email in this folder is good email or spam. If it’s spam, simply right-click on the email and select “Junk Email,” then “Add Sender to Blocked Senders List.” That will move the message from the Junk Suspects mailbox to the “Junk E-mail” mailbox. Any future emails from that sender will go directly to your junk mailbox.

(7)
Conversely, be sure to move good emails out of the Junk Suspects mailbox and into the appropriate *good* mailbox, such as your Inbox. Any future emails from that sender will be received in Outlook’s Inbox.
What is SpamBayes Manager?
The SpamBayes Manager is the maintenance tool where you can check for SpamBayes version updates and where you can train SpamBayes for “good” and “junk” (or spam) email.
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Why do you need to continue training SpamBayes? 
Two reasons: (1) The larger the database that SpamBayes has to work with, the more accurate it will be in filtering spam; 
(2) Spam email’s characteristics are changing constantly. 
By re-training SpamBayes occasionally, you can be sure your spam email will be filtered properly.

As the picture illustrates, you can access the Manager from the SpamBayes toolbar. 
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How do I use the SpamBayes Manager?

(1) Once in the Manager, click on the “Training” tab. You should see the folders you designated previously as good email and the folders you designated as junk or spam.
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(2) To add additional examples of “good” and “spam” email, simply uncheck the “Rebuild entire database” box, then hit the “Start Training” button. SpamBayes will update its database to include the additional messages.

(3) You may want to train SpamBayes every week or so, depending on how much spam email you receive.


And that’s the joys of SpamBayes spam filtering! 

If you have any questions about maintaining this utility or if you need further assistance, please call the TLC at 244-6053 to request help from 
the troubleshooter group. Happy anti-spamming!  (
“Bad” email goes here!
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